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Abstract 

 

Multihop Wireless Networks (MWNs) establish communication in 

improvised environments without requiring any fixed 

infrastructure. These networks are inherently prone to security 

attacks, with node mobility being the primary cause in allowing 

security breaches. Therefore, it is required that the nodes cooperate 

for the integrity of network operation. Nodes have to share routing 

information in order for each to find the route to the destination. 

Therefore, our prime focus is on securing the routing protocols. 

Thus we can state that trust is a key concept in secure routing 

mechanisms. In this paper, the propose Trust Enhanced DSR 

(TEDSR) is based on trust for establishing stable and reliable routes 

in heterogeneous multi -hop wireless networks. It combines payment 

and trust systems with a trust-based routing protocol. The goal is to 

establish stable routes to reduce the probability of breaking routes 

due to the following reasons: Lack of energy and node behaviors. 

Trust Enhanced DSR protocol establishes the shortest route that can 

satisfy the source node’s requirements including energy, trust, and 

route length. Results show that our method increases the throughput 

of the network while discovering a secure route and improving the 

network performance. 

 

Keywords: Trust Enhanced DSR (TEDSR), Payment Scheme, DSR, 

Trust value. 

 

1. INTRODUCTION 

 
 In Multi-hop wireless networks, when a mobile node 

needs to communicate with a remote destination, it relies on the 

other nodes to relay the packets. An obvious advantage of MWNs 

is the increase in wireless coverage area and capable of achieving 

much higher throughput.  

 

Since routing is a basic service in such a network and a 

prerequisite for other services, it has to be reliable and 

trustworthy. In order to mitigate the adverse effects of routing 

misbehavior, the misbehaving nodes need to be detected so that 

these nodes can be avoided by all well-behaved nodes. 

 

Payment systems provide economic incentives for the 

cooperation in MWNs. They consider that each node in MANET 

is its own authority and tries to maximize the benefits it gets from 

the network. Thus each node tends to be selfish, dropping packets 

not destined to them but make use of other nodes to forward their 

own packets. The purpose of payment systems is to encourage the 

cooperation within the MANET by economic incentives. 

 

In this proposed scheme using Trust Enhanced DSR finds a 

secure, trustworthy path from source to destination. Such a path is 

free from any misbehaving nodes. We consider the trust value, 

energy level of the nodes in the path and also the number of hops 

involved to search for a path from source to destination. Hop 

count is also given consideration as the shorter the path lesser is 

the delay. 

 

The rest of this paper is organized as follows. In Section II 

provide an introduction to traditional DSR protocol. In Section III 

the related work is given, followed by a detailed description of 

our solution in Section IV. In Section V evaluate the efficiency of 

our method through simulation. Finally, the last section concludes 

the paper. 

 

2. DSR PROTOCOL 

 
 DSR is an on-demand or reactive routing protocol based 

on source routing. The mobile nodes maintain all source routes in 

a cache. The cache will get updated when new routes are 

discovered. This protocol has two phases: route discovery and 

route maintenance. When a mobile node has a message to send, it 

checks the cache to find whether it has route to the destination. If 

there is any active route to destination, it is used to send message. 

Otherwise they initiates route discovery by broadcasting a route 

request packet. The route request contains the destination address, 

source address and a unique ID. Each node that receives the route 

request message checks whether it has route to the destination. If 

it does not, it adds its own address to the route record of packet 

and then rebroadcasts the packet. When route request reaches the 

destination, a route reply is generated. Now the route record 

indicates all the hops taken to reach the destination. The route 

maintenance is done using acknowledgements or route error 

packets. The acknowledgments are used to verify that the route 

links are operating without any faults. When a node receives a 

route error packet, it removes the hop that has error from its 

cache. 

 

3. RELATED WORK 

 
 In this section, we are describing the related work about 

both trust enhanced routing protocol and payment scheme. 

 

Trust enhanced routing protocol: 
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Much research work has been done to make the route discovered by 

Dynamic Source Routing (DSR) secure. 

 

A Trust based multi path DSR protocol is proposed by Poonam et 

al. [6] in which uses multi-path forwarding approach. In this 

approach each node forwards the RREQ if it is received from 

different path. Through this method detect and avoid 

misbehaving nodes which were previously included due to 

vulnerability in DSR route discovery. In the traditional DSR 

protocol [5] when a node receives a RREQ packet, it checks if it 

has previously processed it, if so it drops the packet. A 

misbehaving node takes advantage of this vulnerability and 

forwards the RREQ fast so that the RREQ from other nodes are 

dropped and the path discovered includes itself. In their protocol 

each node broadcast the packet embedding trust information 

about the node from which the packet is receive. At the source 

node a secure and efficient route to the destination is calculated 

as weighted average of the number of nodes in the route and their 

trust values. 

 

The Watchdog and Pathrater mechanism [6] has been 

specifically designed to optimize the forwarding mechanism in 

the (DSR) protocol [5]. The mechanism basically consists of two 

components: Watchdog and Pathrater. The Watchdog is 

responsible for detecting selfish nodes that do not forward 

packets. The Pathrater assigns different ratings to the nodes, 

based upon the feedback that it receives from the Watchdog. 

These ratings are then used to select routes consisting of nodes 

with the highest forwarding rate. The range of the ratings varies 

from 0.0 to 0.8, where 0.5 signifies a node as neutral. These 

values are updated periodically by 0.01 every 200 ms. During 

route selection, these ratings are averaged over all nodes present 

in a particular path and the route with the maximum rating is 

selected. 

 

A Trust based routing is proposed by Pirazada [7] in which the 

trust agent derives trust levels from events that are directly 

experienced by a node. A Reputation agent shares trust 

information about nodes with other nodes in the network. A 

Combiner computes the final trust in a node based upon the 

information it receives from the Trust and Reputation agents. 

Trust is computed using direct and indirect information. The trust 

value is propagated by piggybacking the direct trust value of the 

nodes along with RREQ packets. Each time a packet is sent or 

forwarded, the forwarding node scans the routing tables for all 

alternate paths leading to the destination. It compares the direct 

trust value of all next hops in this path and selects the one with 

the highest trust value. 

 

Wang et al. [8] have also proposed a Routing Algorithm based on 

Trust. They have assumed that the trust values of all nodes are 

stored at each node in advance. Trust for the route is calculated at 

the source node based on the weight and trust values are assigned 

to the nodes involved in the path at the source node. Weights are 

assigned by the source node ranging from 0 to 1. The protocol 

uses the path with the largest trust value of route and least packet 

delay from among multiple route options, as metrics, unlike the 

standard DSR protocol that only uses minimum hop count. 

 

In the TDSR [9] model, trust among nodes is calculated as a 

combination of direct trust and indirect trust. The direct trust 

score is modified when misbehavior has occurred by a number of 

times exceeding a threshold. The indirect trust score is modified 

when a node receives a message reported by neighbor nodes. If 

the trust score of a node in the table has deteriorated so much as 

to fall out of a tolerable range. Such nodes are added to the 

blacklist. In the route Discovery phase, when node A sends a 

RREQ packet to node B, B looks up its blacklist to find whether 

the node A is in it. If not, it forwards the packet. 

 

Payment scheme: 

 

PIS [4] the source node attaches a signature to each message and 

the destination node replies with a signed ACK packet. PIS can 

reduce the receipts’ number by generating a fixed-size receipt per 

session regardless of the number of messages instead of 

generating a receipt per message in Sprite, in order to reduce the 

communication and processing overhead. 

 

TRIPO [3] suggested a novel mechanism which can prevent the 

rational and irrational packet dropping attacks by adopting 

inspiration and punishment strategies (TRIPO). TRIPO utilizes 

micropayment to motivate the rational packet droppers to relay 

the others’ packets and implement equality and the reputation 

system is used to recognize and remove the irrational packet 

droppers. The receipts can survive processed to eliminate 

financial information to recompense the cooperative nodes that 

relay packets, and also appropriate information, like broken links, 

to build up the reputation system (RS). 

 

FESCIM [2] adopts fair charging policy by charging both the 

source and destination nodes when both of them are interested in 

the communication. 
 

RACE [1] suggested a RACE, a Report-based pAyment sChemE 

for MWNs. The nodes submit lightweight payment reports 

(instead of receipts) to the AC to update their credit accounts, and 

temporarily store undeniable security tokens called Evidences. 

The reports contain the alleged charges and rewards of different 

sessions without security proofs, e.g., signatures. The AC verifies 

the payment by investigating the consistency of the reports, and 

clears the payment of the fair reports with almost no 

cryptographic operations or computational overhead. For cheating 

reports, the Evidences are requested to identify and evict the 

cheating nodes that submit incorrect reports. 

 

4. TRUST ENHANCED DSR (TEDSR) 

 
 The proposed system develops a trust system based on 

processing the payment reports to maintain a trust value for each 

node. The nodes that relay messages more successfully will have 
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higher trust values. The payment system uses credits to charge 

the nodes that send packets and reward those relaying packets. It 

can also enforce fairness by rewarding the nodes that relay more 

packets such as those at the network center. However, the 

payment system is not sufficient to ensure route stability these 

routes can be broken due to other reasons. Multi-dimensional 

trust values can better predict the node’s future behaviour, and 

thus help make smarter routing decisions. In trust system the 

nodes that frequently drop packets, break routes, or are not active 

in relaying others packets have low trust values. A node’s trust 

values are attached to its public- key certificate to be used in 

making routing decisions. Trust values are used to decide which 

nodes to select/avoid in routing. The proposed system has 2 main 

phases. 

 

4.1 COMMUNICATION PHASE 
 

 The Communication phase has four processes: route 

establishment, validate routes, data transmission, Evidence 

composition, and payment report composition/submission. 

 

4.1.1 Route Establishment: 
 

 In order to establish an end-to-end route, the source node 

broadcasts the Route Request (RREQ) packet containing the 

identities of the source (IDS) and the destination (IDD) nodes, 

time stamp (Ts), trust value (Tv) and Time-To-Live (TTL). TTL 

is the maximum number of intermediate nodes. After a node 

receives the RREQ packet, it appends its identity and broadcasts 

the packet if the number of intermediate nodes is fewer than TTL. 

The destination node composes the Route Reply (RREP) packet 

for the nodes broadcasted the first received RREQ packet, and 

sends the packet back to the source node. 

 

4.1.2 Validate routes:  

 

Source node checks the trust values of the intermediate nodes 

along the path. Assuming node’s trust values is below a certain 

threshold, the route can be eliminated by source node to forward 

the data packet. 

 

4.1.3 Data transmission:  
 

The source node sends data packets to the destination node 

through the established route and the destination node replies 

with ACK packets. For the Xth data packet, the source node 

appends the message MX and its signature to R, X, Ts,Tv and the 

hash value of the message (H(M(X)) and sends the packet to the 

first node in the route. 

 

4.1.4 Evidence composition: 

  

Evidence is defined as information that is used to establish proof 

about the occurrence of an event or action, the time of 

occurrence, the parties involved in the event, and the outcome of 

the event. The purpose of an Evidence is to resolve a dispute 

about the amount of the payment resulted from data transmission. 

The Evidence contains two main parts called DATA and PROOF. 

The DATA part describes the payment, i.e., who pays whom and 

how much, and contains the necessary data to regenerate the 

nodes’ signatures. DATA contains the identities of the nodes in 

the route (R),the trust value of all the node , the number of 

received messages (X), the session establishment time stamp, the 

root of the destination node’s hash chain h(X) the hash value of 

the last message (H(M(X)),The PROOF is an undeniable security 

token that can prove the correctness of the DATA . 

 

4.1.5 Payment report composition/submission:  

 

A payment report contains the session identifier, a flag bit (F), 

and the number of messages (X). The session identifier is the 

concatenation of the identities of the nodes in the session and the 

time stamp. The flag bit is zero if the last received packet is data 

and one if it is ACK. 

 

4.2 CREDIT ACCOUNT PHASE 
 

 The Credit-Account Update phase receives fair and 

corrected payment reports to update the nodes credit accounts. 

The payment reports are cleared using the charging and 

rewarding policy and get the payment correctly. Upon registration 

the trusted party will give A Public & Private key pair, a 

symmetric key and a certificate. The public and private key pair is 

used in communication are required to act as source or destination 

node. The symmetric key is used to submit the payment reports. 

 

4.3 TRUST VALUE CALCULATION 
 

Trust value is represented within continuous value ranging 

between 1 to 5 with increasing by one or decreasing depending on 

the node's decision, whichever node has zero value is entrusted 

node and that means that this node is a malicious node. Trust 

values based on node's experience about the neighbor nodes from 

successful and unsuccessful connections and energy level of the 

node in the route. Recommendations come from other nodes 

regarding the misbehaving nodes in the networks in order to 

inform that the node is misbehaving or getting lots of faults in the 

network like dropping packets. The trust values for nodes are 

calculated and these values are added to the nodes in Route Cache 

associated as a total to the route. Each time the trust value will be 

updated. 

 

That decision is based on 3 levels of trust: 

a) Good: gets the values 5 and 4, which is a secure root to pass 

packets. 

b) Fair: gets the value 3, which is a normal root to pass packets. 

c) Poor: gets the values 1 and 2, which is an insecure root. 
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5. PERFORMANCE EVALUATION 

 
 Delay between Source and Destination called as End-to-

End delay Figure 1 shows the Delay against number of 

nodes. Here, the delay can be lower with increasing number 

of node.  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure.1. End-to –End-Delay Vs Number of node 

 

 
Figure.2. Throughput Vs Packet delivery ratio 

Packet delivery ratio is defined as the ratio of data packets 

received by the destinations to those generated by the sources. 

 

 

 

 

Figure 2 shows the variation of throughput against packet 

delivery ratio. Here, the throughput increases with increasing 

packet delivery ratio. 

 

 

 
Figure.3. Packet drop ratio Vs Trust value 

Figure 3 shows the effect of PDR on the trust values. It clearly 

implies that as the PDR increases the trust value deceased in an 

almost linear way. 

 

6. CONCLUSION 

 
 In this paper proposed, an efficient Trust Enhanced DSR 

(TEDSR) routing protocol has been proposed to find a secure and 

trustworthy path with minimized processing and communication 

overhead. The technique discovers the shortest secure path from 

source to destination by embedding trust information in RREQ 

and RREP packets and also improves the routing decision and 

packet delivery ratio. Moreover, TEDSR can secure the payment, 

and identify the cheating nodes precisely and rapidly without 

false accusations or missed detections. 
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